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Abstract

We present a method for verifying properties of imperative programs manipulating integer ar-
rays. We assume that we are given a program and a property to be verified. The interpreter

(that is, the operational semantics) of the program is specified as a set of Horn clauses with con-
straints in the domain of integer arrays, also called constraint logic programs over integer arrays,
denoted CLP(Array). Then, by specializing the interpreter with respect to the given program
and property, we generate a set of verification conditions (expressed as a CLP(Array) program)
whose satisfiability implies that the program verifies the given property. Our verification method
is based on transformations that preserve the least model semantics of CLP(Array) programs,
and hence the satisfiability of the verification conditions. In particular, we apply the usual rules
for CLP transformation, such as unfolding, folding, and constraint replacement, tailored to the
specific domain of integer arrays. We propose an automatic strategy that guides the application
of those rules with the objective of deriving a new set of verification conditions which is either
trivially satisfiable (because it contains no constrained facts) or is trivially unsatisfiable (because
it contains the fact false). Our approach provides a very rich program verification framework
where one can compose together several verification strategies, each of them being implemented
by transformations of CLP(Array) programs.

This paper will appear in the Proceedings of the 15th International Conference on Verification,
Model Checking, and Abstract Interpretation (VMCAI), January 19–21, 2014, San Diego, USA.





1 Introdu
tionHorn 
lauses and 
onstraints have been advo
ated by many resear
hers as suit-able logi
al formalisms for the automated veri�
ation of imperative programs [2,19, 34℄. Indeed, the veri�
ation 
onditions that express the 
orre
tness of a givenprogram, 
an often be expressed as 
onstrained Horn 
lauses [3℄, that is, Horn
lauses extended with 
onstraints in spe
i�
 domains su
h as the integers or therationals. For instan
e, 
onsider the following C-like program prog :
x=0; y=0;

while (x<n) {x=x+1; y=y+2}and assume that we want to prove the following Hoare triple: {n≥1} prog {y>x}.This triple is valid if we �nd a predi
ate P su
h that the following three veri�-
ation 
onditions hold:1. x=0 ∧∧ y=0 ∧∧ n≥1 → P (x, y, n)2. P (x, y, n) ∧∧ x<n → P (x+ 1, y + 2, n)3. P (x, y, n) ∧∧ x≥n → y>xConstraints su
h as the equalities and inequalities in 
lauses 1�3, are formu-las de�ned in a ba
kground (possibly non-Horn) theory. The use of 
onstraintsmakes it easier to express the properties of interest and enables us to applyad-ho
 theorem provers, or solvers, for reasoning over those properties.Veri�
ation 
onditions 
an be automati
ally generated either from a formalspe
i�
ation of the operational semanti
s of the programs [34℄ or from the proofrules that formalize program 
orre
tness in an axiomati
 way [19℄.The 
orre
tness of a program is implied by the satis�ability of the veri�
ation
onditions. Various methods and tools for Satis�ability Modulo Theory (see, forinstan
e, [11℄) prove the 
orre
tness of a given program by �nding an interpre-tation (that is, a relation spe
i�ed by 
onstraints) that makes the veri�
ation
onditions true. For instan
e, in our example, one su
h interpretation is:
P (x, y, n) ≡ (x=0 ∧∧ y=0 ∧∧ n≥1) ∨∨ y>xIt has been noted (see, for instan
e, [3℄) that veri�
ation 
onditions 
an be viewedas 
onstraint logi
 programs, also 
alled CLP programs [22℄. Indeed, 
lauses 1and 2 above 
an be 
onsidered as 
lauses of a CLP program over the integers,and 
lause 3 
an be rewritten as the following goal (by moving the 
on
lusionto the premises):4. P (x, y, n) ∧∧ x≥n ∧∧ y≤x → falseVarious veri�
ation methods based on 
onstraint logi
 programming have beenproposed in the literature (see, for instan
e, [8, 10, 34℄). These methods 
onsistof two steps: (i) the �rst step is the translation of the veri�
ation task into aCLP program, and (ii) the se
ond step is the analysis of that CLP program. Inparti
ular, as indi
ated in [8℄, in many 
ases it is helpful for the analysis step totransform a CLP program (expressing a set of veri�
ation 
onditions) into anequisatis�able program whose satis�ability is easier to show.For instan
e, if we propagate, a

ording to the transformations des
ribedin [8℄, the two 
onstraints representing the initialization 
ondition (x=0 ∧∧ y=03



∧∧ n≥ 1) and the error 
ondition (x≥ n ∧∧ y≤ x), then from 
lauses 1, 2, and 4we derive the following new veri�
ation 
onditions:5. Q(x, y, n) ∧∧ x<n ∧∧ x>y ∧∧ y≥0 → Q(x+ 1, y + 2, n)6. Q(x, y, n) ∧∧ x≥n ∧∧ x≥y ∧∧ y≥0 ∧∧ n≥1 → falseThis propagation of 
onstraints preserves the least model, and hen
e, by ex-tending the van Emden-Kowalski Theorem [38℄ to 
onstrained Horn 
lauses, theveri�
ation 
onditions expressed by 
lauses 5�6 are satis�able i� 
lauses 1�3 aresatis�able. Now, proving the satis�ability of 
lauses 5�6 is trivial be
ause noneof them is a 
onstrained fa
t (that is, a 
lause of the form c → Q(x, y, n), where
c is a satis�able 
onstraint). Thus, 
lauses 5-6 are made true by simply taking
Q(x, y, n) to be false .The approa
h presented in [8℄ shows that the transformational veri�
ationmethod brie�y presented in the example above, is quite general. A

ording tothat method, in fa
t, one starts from a program prog on integers and a safetyproperty ϕ to be veri�ed. Then, following [34℄, one spe
i�es the interpreter ofthe program as a CLP program whose 
onstraints are in the domain of inte-ger arrays. Next, by spe
ializing the interpreter with respe
t to prog and ϕ, anew CLP program, 
all it VC , is derived. This program 
onsists of the 
lausesthat express the veri�
ation 
onditions (hen
e the name VC ) whi
h guaranteethat prog satis�es ϕ. Program VC (and the 
orresponding set of veri�
ation
onditions) is repeatedly spe
ialized with respe
t to the 
onstraints o

urringin its 
lauses with the obje
tive of deriving either (i) a CLP program without
onstrained fa
ts, hen
e proving that prog satis�es ϕ, or (ii) a CLP program
ontaining the fa
t false , hen
e proving that prog does not satisfy ϕ (in this 
asea 
ounterexample to ϕ 
an be extra
ted from the derivation of the spe
ializedprogram).In this paper we extend the method presented in [8℄ to the proof of par-tial 
orre
tness properties of programs manipulating integer arrays. In order tospe
ify veri�
ation 
onditions for array programs, in Se
tion 2 we introdu
e the
lass of CLP(Array) programs, that is, logi
 programs with 
onstraints in thedomain of integer arrays. In parti
ular, CLP(Array) programs may 
ontain o
-
urren
es of read and write predi
ates that are interpreted as the input andoutput relations of the usual read and write operations on arrays. Then, in Se
-tion 3 we introdu
e some transformation rules for manipulating CLP(Array)programs. Besides the usual unfolding and folding rules, we 
onsider the 
on-straint repla
ement rule, whi
h allows us to repla
e 
onstraints by equivalentones in the theory of arrays [4, 17, 30℄. In Se
tion 4 we show how to generate theveri�
ation 
onditions via spe
ialization of CLP(Array) programs. In Se
tion 5we present an automati
 strategy designed for applying the transformation ruleswith the obje
tive of obtaining a proof (or a disproof) of the properties of in-terest. In parti
ular, similarly to [8℄, the strategy aims at deriving either (i) aCLP(Array) program that has no 
onstrained fa
ts (hen
e proving satis�abilityof the veri�
ation 
onditions and partial 
orre
tness of the program), or (ii) aCLP(Array) program 
ontaining the fa
t false (hen
e proving that the veri�-
ation 
onditions are unsatis�able and the program does not satisfy the given4



property). The transformation strategy may introdu
e some auxiliary predi
atesby using a generalization strategy that extends to CLP(Array) the generaliza-tion strategies for CLP programs over integers or reals [14℄. Finally, as reportedin Se
tion 6, we have implemented our transformation strategy on the MAPtransformation system [29℄ and we have tested the veri�
ation method using thestrategy we have proposed on a set of array programs taken from the literature.2 Constraint Logi
 Programs on ArraysIn this se
tion we re
all some basi
 notions and terminology 
on
erning Con-straint Logi
 Programming (CLP), and we introdu
e the set CLP(Array) ofCLP programs with 
onstraints in the domain of integer arrays. For details onCLP the reader may refer to [22℄.If p1 and p2 are linear polynomials with integer variables and 
oe�
ients, then
p1=p2, p1≥p2, and p1>p2 are atomi
 integer 
onstraints. The dimension n ofan array a is represented as a binary relation by the predi
ate dim(a, n). Forreasons of simpli
ity we 
onsider one-dimensional arrays only. The read andwrite operations on arrays are represented by the predi
ates read and write,respe
tively, as follows: read(a, i, v) denotes that the i-th element of array ais the value v, and write(a, i, v, b) denotes that the array b that is equal tothe array a ex
ept that its i-th element is v. We assume that both indexes andvalues are integers, but our method is parametri
 with respe
t to the index andvalue domains. (Note, however, that the result of a veri�
ation task may dependon the 
onstraint solver used, and hen
e on the 
onstraint domain.)An atomi
 array 
onstraint is an atom of the following form: either dim(a, n),or read(a, i, v), or write(a, i, v, b). A 
onstraint is either true, or an atomi
(integer or array) 
onstraint, or a 
onjun
tion of 
onstraints. An atom is anatomi
 formula of the form p(t1,...,tm), where p is a predi
ate symbol not in
{=,≥, >, dim, read, write} and t1, . . . , tm are terms 
onstru
ted out of variables,
onstants, and fun
tion symbols di�erent from + and *.A CLP(Array) program is a �nite set of 
lauses of the form A :- 
, B, whereA is an atom, 
 is a 
onstraint, and B is a (possibly empty) 
onjun
tion of atoms.
A is 
alled the head and 
, B is 
alled the body of the 
lause. We assume that inevery 
lause all integer arguments in its head are distin
t variables. The 
lauseA :- 
 is 
alled a 
onstrained fa
t. When 
 is true then it is omitted and the
onstrained fa
t is 
alled a fa
t. A goal is a formula of the form :-
, B (standingfor c ∧∧B → false or, equivalently, ¬(c ∧∧B)). A CLP(Array) program is said tobe linear if all its 
lauses are of the form A :- 
, B, where B 
onsists of at mostone atom.We say that a predi
ate p depends on a predi
ate q in a program P if eitherin P there is a 
lause of the form p(...) :- 
, B su
h that q o

urs in B, or thereexists a predi
ate r su
h that p depends on r in P and r depends on q in P .We say that a predi
ate p in a linear program P is useless if in P there are
onstrained fa
ts neither for p nor for ea
h predi
ate q on whi
h q depends.5



Now we de�ne the semanti
s of CLP(Array) programs. An A-interpretationis an interpretation I, that is, a set D, a fun
tion in Dn → D for ea
h fun
tionsymbol of arity n, and a relation on Dn for ea
h predi
ate symbol of arity n,su
h that:(i) the set D is the Herbrand universe [28℄ 
onstru
ted out of the set Z of theintegers, the 
onstants, and the fun
tion symbols di�erent from + and *,(ii) I assigns to +, *, =,≥, > the usual meaning in Z,(iii) for all sequen
es a0 . . . an−1, for all integers d,
dim(a0 . . . an−1, d) is true in I i� d=n(iv) I interprets the predi
ates read and write as follows: for all sequen
es
a0 . . . an−1 and b0 . . . bm−1 of integers, for all integers i and v,
read(a0 . . . an−1, i, v) is true in I i� 0≤i≤n−1 and v=ai, and
write(a0 . . . an−1, i, v, b0 . . . bm−1) is true in I i�

0≤i≤n−1, n=m, bi=v, and for j=0, . . . , n−1, if j 6=i then aj=bj(v) I is an Herbrand interpretation [28℄ for fun
tion and predi
ate symbols dif-ferent from +, *, =,≥, >, dim, read, and write.We 
an identify an A-interpretation I with the set of ground atoms that are truein I, and hen
e A-interpretations are partially ordered by set in
lusion.We write A |= ϕ if ϕ is true in every A-interpretation. A 
onstraint 
 issatis�able if A |= ∃(
), where in general, for every formula ϕ, ∃(ϕ) denotes theexistential 
losure of ϕ. Likewise, ∀(ϕ) denotes the universal 
losure of ϕ. A 
on-straint is unsatis�able if it is not satis�able. A 
onstraint 
 entails a 
onstraint d,denoted 
 ⊑ d, if A |= ∀(
 → d). By vars(ϕ) we denote the free variables of ϕ.We assume that we are given a solver to 
he
k the satis�ability and theentailment of 
onstrains in A. To this aim we 
an use any solver that implementsalgorithms for satis�ability and entailment in the theory of integer arrays [4, 17℄.The semanti
s of a CLP(Array) program P is de�ned to be the least A-modelof P , denoted M(P ), that is, the least A-interpretation I su
h that every 
lauseof P is true in I.Given a CLP(Array) program P and a ground goal G of the form :-A, P ∪{G}is satis�able (or, equivalently, P 6|=A) if and only if A 6∈M(P ). This property is astraightforward extension to CLP(Array) programs of van Emden and Kowalski'sresult [38℄.3 Transformation Rules for CLP(Array) ProgramsOur veri�
ation method is based on the appli
ation of transformations that,under suitable 
onditions, preserve the least A-model semanti
s of CLP(Array)programs. In parti
ular, we apply the following transformation rules, 
olle
tively
alled unfold/fold rules : (i) de�nition, (ii) unfolding, (iii) 
onstraint repla
ement,and (iv) folding. These rules are an adaptation to CLP(Array) programs of theunfold/fold rules for a generi
 CLP language (see, for instan
e, [13℄).Let P be a CLP(Array) program.De�nition Rule. By this rule we introdu
e a 
lause of the form newp(X) :-
,A,where newp is a new predi
ate symbol (o

urring neither in P nor in a 
lause6



introdu
ed by the de�nition rule), X is the tuple of variables o

urring in theatom A, and 
 is a 
onstraint.Unfolding Rule. Given a 
lause C of the form H :-
,L,A,R, where H and A areatoms, 
 is a 
onstraint, and L and R are (possibly empty) 
onjun
tions of atoms,let us 
onsider the set {Ki :-
i,Bi | i = 1, . . . ,m} made out of the (renamedapart) 
lauses of P su
h that, for i=1, . . . ,m, A is uni�able with Ki via the mostgeneral uni�er ϑi and (
,
i)ϑi is satis�able. By unfolding C w.r.t. A using P ,we derive the set {(H :-
,
i,L,Bi,R)ϑi | i = 1, . . . ,m} of 
lauses.Constraint Repla
ement Rule. If a 
onstraint c0 o

urs in the body of a 
lause Cand, for some 
onstraints c1, . . . , cn,
A |= ∀ ((∃X0 c0)↔(∃X1 c1 ∨∨ . . . ∨∨∃Xn cn))where, for i = 0, . . . , n, Xi = vars(C)−vars(ci), then we derive n new 
lauses

C1, . . . , Cn by repla
ing c0 by c1, . . . , cn, respe
tively, in the body of C.The equivalen
es needed for 
onstraint repla
ements are shown to hold in
A by using a relational version of the theory of arrays with dimension [4, 17℄.In parti
ular, the 
onstraint repla
ements we apply during the transformationsdes
ribed in Se
tion 5 follow from the following axioms where all variables areuniversally quanti�ed at the front:(A1) I=J, read(A, I, U), read(A, J, V) → U=V(A2) I=J, write(A, I, U, B), read(B, J, V) → U=V(A3) I 6=J, write(A, I, U, B), read(B, J, V) → read(A, J, V)Axiom (A1) is often 
alled array 
ongruen
e and axioms (A2) and (A3) are
olle
tively 
alled read-over-write. We omit the usual axioms for dim.Folding Rule. Given a 
lause E: H :- e,L, A, R and a 
lause D: K :-d, D intro-du
ed by the de�nition rule. Suppose that, for some substitution ϑ, (i) A = Dϑ,and (ii) ∀ (e→dϑ). Then by folding E using D we derive H :-e, L, Kϑ, R.From P we 
an derive a new program TransfP by: (i) sele
ting a 
lause Cin P , (ii) deriving a new set TransfC of 
lauses by applying one or more trans-formation rules, and (iii) repla
ing C by TransfC in P . Clearly, we 
an applya new sequen
e of transformation rules starting from TransfP and iterate thispro
ess at will.The 
orre
tness results for the unfold/fold transformations of CLP programsproved in [13℄ 
an be instantiated to our 
ontext as stated in the followingtheorem.Theorem 1. (Corre
tness of the Transformation Rules) Let the CLP(Array)program TransfP be derived from P by a sequen
e of appli
ations of the trans-formation rules. Suppose that every 
lause introdu
ed by the de�nition rule isunfolded at least on
e in this sequen
e. Then, for every ground atom A in thelanguage of P , A∈M(P ) i� A∈M(TransfP).The assumption that the unfolding rule should be applied at least on
e isrequired for te
hni
al reasons (see the details in [13℄). Informally, this assumptionavoids the repla
ement of a de�nition 
lause A :- Bwith the 
lause A :- A obtained7



by folding A :- B using itself. This repla
ement may not preserve the least modelsemanti
s.4 Generating Veri�
ation Conditions via Spe
ializationWe 
onsider an imperative C-like programming language with integer and arrayvariables, assignments (=), sequential 
ompositions (;), 
onditionals (if else),while-loops (while), and jumps (goto). A program is a sequen
e of (labeled)
ommands, and in ea
h program there is a unique halt 
ommand whi
h, whenexe
uted, 
auses program termination.The semanti
s of our language is de�ned by a transition relation, denoted
=⇒, between 
on�gurations. Ea
h 
on�guration is a pair 〈〈c, δ〉〉 of a 
ommand cand an environment δ. An environment δ is a fun
tion that maps: (i) everyinteger variable identi�er x to its value v, and (ii) every integer array identi�er
a to a �nite sequen
e a0, . . . , an−1 of integers, where n is the dimension of thearray a. The de�nition of the relation=⇒ is similar to the `small step' operationalsemanti
s given in [36℄, and is omitted.Given an imperative program prog , we address the problem of verifyingwhether or not, starting from any initial 
on�guration that satis�es the prop-erty ϕinit , the exe
ution of prog eventually leads to a �nal 
on�guration thatsatis�es the property ϕerror , also 
alled an error 
on�guration. This problem isformalized by de�ning an in
orre
tness triple of the form {{ϕinit}} prog {{ϕerror}},where ϕinit and ϕerror are 
onstraints. We say that a program prog is in-
orre
t with respe
t to ϕinit and ϕerror , whose free variables are assumed tobe among the program variables z1, . . . , zr, if there exist environments δinitand δh su
h that: (i) ϕinit (δinit (z1), . . . , δinit (zr)) holds, (ii) 〈〈ℓ0 : c0, δinit 〉〉 =⇒

∗

〈〈ℓh :halt, δh〉〉, and (iii) ϕerror (δh(z1), . . . , δh(zr)) holds, where ℓ0 :c0 is the �rstlabeled 
ommand of prog and ℓh : halt is the unique halt 
ommand of prog .A program is said to be 
orre
t with respe
t to ϕinit and ϕerror i� it is notin
orre
t with respe
t to ϕinit and ϕerror . Note that our notion of 
orre
tness isequivalent to the usual notion of partial 
orre
tness spe
i�ed by the Hoare triple
{ϕinit} prog {¬ϕerror}. In this paper we assume that the properties ϕinit and
ϕerror 
an be expressed as 
onjun
tions of (integer and array) 
onstraints.We translate the problem of 
he
king whether or not the program prog isin
orre
t with respe
t to the properties ϕinit and ϕerror into the problem of
he
king whether or not the nullary predi
ate incorrect (standing for false) isa 
onsequen
e of the CLP(Array) program T de�ned by the following 
lauses:

incorrect :- errorConf(X), reach(X).
reach(Y) :- tr(X, Y), reach(X).
reach(Y) :- initConf(Y).together with the 
lauses for the predi
ates initConf(X), errorConf(X), and

tr(X, Y). Those 
lauses are de�ned as follows: (i) initConf(X) en
odes an initial
on�guration satisfying the property ϕinit , (ii) errorConf(X) en
odes an error
on�guration satisfying the property ϕerror , and (iii) tr(X, Y) en
odes the tran-sition relation =⇒ between pairs of 
on�gurations, whi
h depends on the given8



program prog. For instan
e, the following 
lause en
odes the transition relationfor the array assignment ℓ : a[ie] = e (here a 
on�guration pair of the form:
〈〈ℓ :c, δ〉〉 for the 
ommand c at label ℓ and the environment δ, is denoted by theterm cf(cmd(L, C), D)):
tr(cf(cmd(L, asgn(arrayelem(A, IE), E)), D), cf(cmd(L1, C), D1)) :-

eval(IE, D, I), eval(E, D, V), lookup(D, array(A), FA), write(FA, I, V, FA1),
update(D, array(A), FA1, D1), nextlab(L, L1), at(L1, C).(L1 is the label following L in the en
oding of the given program.) The predi
aterea
h(Y) holds if a 
on�guration Y 
an be rea
hed from an initial 
on�guration.The imperative program prog is 
orre
t with respe
t to the properties ϕinitand ϕerror i� incorrect 6∈M(T ) (or, equivalently, T 6|=incorrect), where M(T )is the least A-model of program T (see Se
tion 2). Our veri�
ation methodperforms a sequen
e of appli
ations of the unfold/fold rules presented in Se
tion3 starting from program T . By Theorem 1 we have that, for ea
h program Uobtained from T by a sequen
e of appli
ations of the rules, incorrect∈M(T )i� incorrect∈M(U).Our veri�
ation method is made out of the following two steps, ea
h of whi
his realized by a sequen
e of appli
ations of the unfold/fold transformation rules:Step (A): Generation of Veri�
ation Conditions, and Step (B): Transformationof Veri�
ation Conditions.In Step (A) program T is spe
ialized with respe
t to the given tr (whi
h de-pends on prog), initConf, and errorConf, thereby deriving a new program T 1su
h that: (i) incorrect ∈ M(T ) i� incorrect ∈ M(T 1), and (ii) tr does noto

ur expli
itly in T 1. The spe
ialization of T is obtained by applying a variantof the strategy for interpreter removal presented in [8℄. The main di�eren
e withrespe
t to [8℄ is that the CLP programs 
onsidered in this paper 
ontain read,

write, and dim predi
ates. The read and write predi
ates are never unfoldedduring spe
ialization and they o

ur in the residual CLP(Array) program T 1.All o

urren
es of the dim predi
ate are eliminated by repla
ing them by suit-able integer 
onstraints on indexes. The 
lauses of T 1 are 
alled the veri�
ation
onditions for prog, and we say that they are satis�able i� incorrect 6∈ M(T 1)(or equivalently T 1 6|=incorrect). Thus, the satis�ability of the veri�
ation 
on-ditions for prog guarantees that prog is 
orre
t with respe
t to ϕinit and ϕerror .Step (B) has the obje
tive of 
he
king, through further transformations, thesatis�ability of the veri�
ation 
onditions generated by Step (A). We will de-s
ribe this step in detail in Se
tion 5.Let us 
onsider, for example, the following program SeqInit whi
h initializesa given array a of n integers by the sequen
e: a[0], a[0]+1, . . . , a[0]+n−1:SeqInit : ℓ0 : i = 1;
ℓ1 : while (i<n) { a[i] = a[i−1] + 1; i = i+ 1; };
ℓh : haltWe 
onsider the following in
orre
tness triple:

{{ϕinit (i, n, a)}} SeqInit {{ϕerror (n, a)}}where:(i) ϕinit (i, n, a) is i≥0 ∧∧ n=dim(a) ∧∧ n≥1, and9



(ii) ϕerror (n, a) is ∃j (0≤j ∧∧ j + 1<n ∧∧ a[j]≥a[j+1]).First, the above in
orre
tness triple is translated into a CLP(Array) program T .In parti
ular, the properties ϕinit and ϕerror are de�ned by the following 
lauses,respe
tively:1. phiInit(I, N, A) :- I≥0, dim(A, N), N≥1.2. phiError(N, A) :- Z=W+1, W≥0, W+1<N, U≥V, read(A, W, U), read(A, Z, V).The 
lauses de�ning the predi
ates initConf and errorConf whi
h spe
ify theinitial and the error 
on�gurations, respe
tively, are as follows:3. initConf(cf(cmd(l0,Cmd), Ps)):-at(l0,Cmd), progState(Ps), phiInit(Ps).4. errorConf(cf(cmd(lh,Cmd), Ps)):-at(lh,Cmd), progState(Ps), phiError(Ps).The predi
ates at and progState are de�ned by: `at(l0, asgn(int(i), int(1))).',`at(lh, halt).', and `progState([[int(i), I], [int(n), N], [array(a), A]]).'.Now we apply Step (A) of our veri�
ation method, whi
h 
onsists in the removalof the interpreter. From program T we obtain the following program T 1:5. in
orre
t :- Z=W+1, W≥0, W+1<N, U≥V, N≤I,

read(A, W, U), read(A, Z, V), p(I, N, A).6. p(I1, N, B) :- 1≤I, I<N, D=I−1, I1=I+1, V=U+1,

read(A, D, U), write(A, I, V, B), p(I, N, A).7. p(I, N, A) :- I=1, N≥1.The CLP(Array) program T 1 expresses the veri�
ation 
onditions for SeqInit .Indeed, predi
ate p is an invariant for the while loop. For reasons of simpli
ity,the predi
ates expressing the assertions asso
iated with assignments and 
on-ditionals have been unfolded away during the removal of the interpreter. (Thestrategy for removing the interpreter 
an be 
ustomized.)Due to the presen
e of integer and array variables, the least A-model M(T 1)may be in�nite, and both the bottom-up and top-down evaluation of the goal:- in
orre
tmay not terminate (indeed, this is the 
ase in our example above).Thus, we 
annot dire
tly use the standard CLP systems to prove program 
or-re
tness. In order to 
ope with this di�
ulty, we use a method based on CLPprogram transformations, whi
h allows us to avoid the exhaustive exploration ofthe possibly in�nite spa
e of rea
hable 
on�gurations.5 A Transformation Strategy for Veri�
ationAs mentioned above, the veri�
ation 
onditions expressed as the CLP(Array)program T 1 generated by Step (A) are satis�able i� incorrect 6∈ M(T 1). Ourveri�
ation method is based on the fa
t that by transforming the CLP(Array)program T 1 using rules that preserve the least A-model, we get a newCLP(Array) program T 2 that expresses equisatis�able veri�
ation 
onditions.Step (B) has the obje
tive of showing, through further transformations, thateither the veri�
ation 
onditions generated by Step (A) are satis�able (that is,
incorrect 6∈M(T 1) and hen
e prog is 
orre
t with respe
t to ϕinit and ϕerror ),or they are unsatis�able (that is, incorrect ∈ M(T 1) and hen
e prog is not10




orre
t with respe
t to ϕinit and ϕerror ). To this aim, Step (B) propagates theinitial and/or the error properties so as to derive from program T 1 a program
T 2 where the predi
ate in
orre
t is de�ned by either (α) the fa
t `in
orre
t'(in whi
h 
ase the veri�
ation 
onditions are unsatis�able and prog is in
orre
t),or (β) the empty set of 
lauses (in whi
h 
ase the veri�
ation 
onditions aresatis�able and prog is 
orre
t). In the 
ase where neither (α) nor (β) holds, thatis, in program T 2 the predi
ate in
orre
t is de�ned by a non-empty set of
lauses not 
ontaining the fa
t `in
orre
t', we 
annot 
on
lude anything aboutthe 
orre
tness of prog. However, similarly to what has been proposed in [8℄, inthis 
ase we 
an iterate Step (B), alternating the propagation of the initial anderror properties, in the hope of deriving a program where either (α) or (β) holds.Obviously, due to unde
idability limitations, it may be the 
ase that we neverget a program where either (α) or (β) holds.Step (B) is performed by applying the unfold/fold transformation rules a
-
ording to the Transform strategy shown in Figure 1. Transform 
an be viewedas a ba
kward propagation of the error property. The forward propagation ofthe initial property 
an be obtained by 
ombining Transform with the Reversaltransformation des
ribed in [8℄. For la
k of spa
e we do not present this extratransformation here.The input program T 1 is a linear CLP(Array) program (we 
an show, in fa
t,that Step (A) always generates a linear program).Input : A linear CLP(Array) program T1.Output : Program T2 su
h that in
orre
t∈M(T1) i� in
orre
t∈M(T2).Initialization:Let InDefs be the set of all 
lauses of T1 whose head is the atom in
orre
t;
T2:=∅ ; Defs := InDefs ;while in InDefs there is a 
lause C doUnfolding: Unfold C w.r.t. the unique atom in its body using T1, and derivea set U(C) of 
lauses;Constraint Repla
ement: Apply a sequen
e of 
onstraint repla
ements byusing the Laws of Arrays, and derive from U(C) a set R(C) of 
lauses;Clause Removal: Remove from R(C) all 
lauses whose body 
ontains an un-satis�able 
onstraint;Definition&Folding: Introdu
e a (possibly empty) set of new predi
ate def-initions and add them to Defs and to InDefs;Fold the 
lauses in R(C) di�erent from 
onstrained fa
ts by using the 
lausesin Defs, and derive a set F(C) of 
lauses;InDefs := InDefs− {C}; T2 := T2 ∪ F(C);end-while;Removal of Useless Clauses:Remove from T2 all 
lauses with head predi
ate p, if in T2 there is no 
onstrained fa
t
q(. . .) :- c where q is either p or a predi
ate on whi
h p depends.Fig. 1. The Transform strategy.11



Unfolding performs one inferen
e step ba
kward from the error property.The Constraint Repla
ement phase by applying the theory of arrays, infersnew 
onstraints on the variables of the only atom that o

urs in the body ofea
h 
lause obtained by the Unfolding phase. It works as follows. We sele
t a
lause, say H :- c, G, in the set U(C) of the 
lauses obtained by unfolding, andwe repla
e that 
lause by the one(s) obtained by applying as long as possiblethe following rules. Note that this pro
ess always terminates and, in general, itis nondeterministi
.(RR1) If c ⊑ (I=J) thenrepla
e: read(A, I, U), read(A, J, V) by: U=V, read(A, I, U)(RR2) If c ≡ (read(A, I, U), read(A, J, V), d), d 6⊑ (I 6=J), and d ⊑ (U 6=V) thenadd to c the 
onstraint: I 6=J(WR1) If c ⊑ (I=J) thenrepla
e: write(A, I, U, B), read(B, J, V)by: U=V, write(A, I, U, B)(WR2) If c ⊑ (I 6=J) thenrepla
e: write(A, I, U, B), read(B, J, V)by: write(A, I, U, B), read(A, J, V)(WR3) If c 6⊑ I=J and c 6⊑ I 6=J thenrepla
e: H :- c, write(A, I, U, B), read(B, J, V), Gby: H :- c, I=J, U=V, write(A, I, U, B), Gand H :- c, I 6=J, write(A, I, U, B), read(A, J, V), GRules RR1 and RR2 are derived from the array axiom A1 (see Se
tion 3), andrules WR1�WR3 are derived from the array axioms A2 and A3 (see Se
tion 3).The Definition&Folding phase introdu
es new predi
ate de�nitions by suit-able generalizations of the 
onstraints. These generalizations guarantee the ter-mination of Transform, but at the same time they should be as spe
i�
 as possiblein order to a
hieve maximal pre
ision. This phase works as follows. Let C1 in
R(C ) be a 
lause of the form H :-
, p(X). We assume that Defs is stru
turedas a tree of 
lauses, where 
lause A is the parent of 
lause B if B has beenintrodu
ed for folding a 
lause in R(A). If in Defs there is (a variant of) a 
lause
D: newp(X):- d, p(X) su
h that vars(d) ⊆ vars(c) and c ⊑ d, then we fold
C1 using D. Otherwise, we introdu
e a 
lause of the form newp(X):- gen,p(X)where: (i) newp is a predi
ate symbol o

urring neither in the initial programnor in Defs , and (ii) gen is a 
onstraint su
h that vars(gen) ⊆ vars(c) and
c ⊑ gen. The 
onstraint gen is 
alled a generalization of the 
onstraint c and is
onstru
ted as follows.Let c be of the form i1, rw1, where i1 is an integer 
onstraint and rw1 is a
onjun
tion of read and write 
onstraints.(1) Delete all write 
onstraints from rw1, hen
e deriving r1.(2) Rewrite i1, r1 so that all o

urren
es of integers in read 
onstraints aredistin
t variables not appearing in X (this 
an be a
hieved by possibly addingsome integer equalities to r1), hen
e deriving i2, r2.12



(3) Compute the proje
tion i3 (in the rationals) of the 
onstraint i2 ontovars(r2) ∪ {X} (thus i2 ⊑ i3 in the domain of the integers).(4) Delete from r2 all read(A, I, V) 
onstraints su
h that either (i) A does noto

ur in X or (ii) V does not o

ur in i3, thereby deriving a new value for r2. Ifat least one read has been deleted from r2 then go to step (3).Let i3, r3 be the 
onstraint obtained after the appli
ations of steps (3)�(4).(5) If in Defs there is an an
estor (de�ned as the re�exive, transitive 
losure ofthe parent relation) of C of the form H0 :- i0, r0, p(X) su
h that r0, p(X) isa sub
onjun
tion of r3, p(X),Then 
ompute a generalization g of the 
onstraints i3 and i0 su
h that i3 ⊑ g,by using a generalization operator for linear 
onstraints (we refer to [7,14, 33℄ for generalization operators based on widening, 
onvex hull, andwell-quasi orderings). De�ne the 
onstraint gen as g, r0;Else de�ne the 
onstraint gen as i3, r3.The 
orre
tness of the strategy with respe
t to the least A-model semanti
sfollows from Theorem 1, by observing that every 
lause de�ning a new predi
ateintrodu
ed by Definition&Folding is unfolded on
e during the exe
ution ofthe strategy (indeed every su
h 
lause is added to InDefs).The termination of the Transform strategy is based on the following fa
ts:(i) Constraint satis�ability and entailment are 
he
ked by a terminating solver(note that 
ompleteness is not ne
essary for the termination of Transform).(ii) Constraint Repla
ement terminates (see above).(iii) The set of new 
lauses that, during the exe
ution of the Transform strategy,
an be introdu
ed by Definition&Folding steps is �nite. Indeed, by 
onstru
-tion, they are all of the form H :- i, r, p(X), where: (1) X is a tuple of variables,(2) i is an integer 
onstraint, (3) r is a 
onjun
tion of array 
onstraints of theform read(A, I, V), where A is a variable in X and the variables I and V o

urin i only, (4) the 
ardinality of r is bounded, be
ause generalization does notintrodu
e a 
lause newp(X) :- i3, r3, p(X) if there exists an an
estor 
lause of theform H0 :- i0, r0, p(X) su
h that r0, p(X) is a sub
onjun
tion of r3, p(X), (5) weassume that the generalization operator on integer 
onstraints has the follow-ing �niteness property: only �nite 
hains of generalizations of any given integer
onstraint 
an be generated by applying the operator. The already mentionedgeneralization operators presented in [7, 14, 33℄ satisfy this �niteness property.Theorem 2. (Termination and Corre
tness of the Transform strategy) (i) TheTransform strategy terminates. (ii) Let program T 2 be the output of the Trans-form strategy applied on the input program T 1. Then, incorrect∈M(T 1) i�
incorrect∈M(T 2).Let us now 
onsider again the SeqInit example of Se
tion 4 and performStep (B). We apply the Transform strategy starting from program T 1.Unfolding. First, we unfold 
lause 5 w.r.t. the atom p(I, N, A), and we get:8. incorrect:- Z=W+1, W≥0, Z≤I, D=I−1, N=I+1, Y=X+1, U≥V,

read(B, W, U), read(B, Z, V), read(A, D, X), write(A, I, Y, B), p(I, N, A).13



Constraint Repla
ement. Then, by applying the repla
ement rules WR2,WR3, and RR1 to 
lause 8, we get the following 
lause:9. incorrect:- Z=W+1, W≥0, Z<I, D=I−1, N=I+1, Y=X+1, U≥V,

read(A, W, U), read(A, Z, V), read(A, D, X), write(A, I, Y, B), p(I, N, A).In parti
ular, sin
e W 6=I is entailed by the 
onstraint in 
lause 8, we apply ruleWR2 and we obtain a new 
lause, say 8.1, where read(B, W, U), write(A, I, Y, B)is repla
ed by read(A, W, U), write(A, I, Y, B). Then, sin
e neither Z=I nor Z 6=Iis entailed by the 
onstraint in 
lause 8.1, we apply rule WR3 and we obtaintwo 
lauses 8.2 and 8.3, where the 
onstraint read(B, Z, V), write(A, I, Y, B) is re-pla
ed by Z = I, Y = V, write(A, I, Y, B) and Z 6= I, read(A, Z, U), write(A, I, Y, B),respe
tively. Finally, sin
e D = W is entailed by the 
onstraint in 
lause 8.2, we ap-ply rule RR1 to 
lause 8.2 and we add the 
onstraint X = U to its body, hen
e de-riving the unsatis�able 
onstraint X = U, Y = X+ 1, Y = V, U≥V. Thus, the 
lausederived by the latter repla
ement is removed. Clause 9 is derived from 8.3 byrewriting Z≤I, Z 6= I as Z<I.Definition&Folding. In order to fold 
lause 9 we introdu
e a new de�nitionby applying Steps (1)�(5) of the Definition&Folding phase. In parti
ular,by deleting the write 
onstraint (Step 1) and proje
ting the integer 
onstraint(Step 3), we get a 
onstraint where the variable X o

urs in read(A, D, X) only.Thus, we delete read(A, D, X) (Step 4). Finally, we 
ompute a generalization ofthe 
onstraints o

urring in 
lauses 5 and 9 by using the 
onvex hull opera-tor (Step 5). We get:10. new1(I, N, A) :- Z=W+1, W≥0, N≤I+1, N≥W+2, W≤I−2, U≥V,

read(A, W, U), read(A, Z, V), p(I, N, A).By folding 
lause 9 using 
lause 10, we get:11. incorrect:- Z=W+1, W≥0, Z<I, D=I−1, N=I+1, Y=X+1, U≥V,

read(A, W, U), read(A, Z, V), read(A, D, X), write(A, I, Y, B), new1(I, N, A).Now we pro
eed by performing a se
ond iteration of the body of the while-loopof the Transform strategy be
ause InDefs is not empty (indeed, at this point
lause 10 belongs to InDefs).Unfolding. After unfolding 
lause 10 we get the following 
lause:12. new1(I1, N, B) :- I1=I+1, Z=W+1, Y=X+1, D=I−1, N≤I+2, I≥1,

Z≤I, Z≥1, N>I, U≥V, read(B, W, U), read(B, Z, V),
read(A, D, X), write(A, I, Y, B), p(I, N, A).Constraint Repla
ement. Then, by applying rules RR1, WR2, and WR3 to
lause 12, we get the following 
lause:13. new1(I1, N, B):- I1=I+1, Z=W+1, Y=X+1, D=I−1, N≤I+2, I≥1,

Z<I, Z≥1, N>I, U≥V, read(A, W, U), read(A, Z, V),
read(A, D, X), write(A, I, Y, B), p(I, N, A).Definition&Folding. In order to fold 
lause 13 we introdu
e the following
lause, whose body is derived by 
omputing the widening [5, 7℄ of the integer
onstraints in the an
estor 
lause 10 with respe
t to the integer 
onstraints in
lause 13: 14



14. new2(I, N, A):- Z=W+1, W≥0, W≤I−1, N>Z, U≥V,

read(A, W, U), read(A, Z, V), p(I, N, A).By folding 
lause 13 using 
lause 14, we get:15. new1(I1, N, B) :- I1=I+1, Z=W+1, Y=X+1, D=I−1, N≤I+2, I≥1,

Z<I, Z≥1, N>I, U≥V, read(A, W, U), read(A, Z, V),
read(A, D, X), write(A, I, Y, B), new2(I, N, A).Now we perform the third iteration of the body of the while-loop of the strategystarting from the newly introdu
ed de�nition, that is, 
lause 14. After someunfolding and 
onstraint repla
ement steps, followed by a �nal folding step,from 
lause 14 we get:16. new2(I1, N, B) :- I1=I+1, Z=W+1, Y=X+1, D=I−1, I≥1,

Z<I, Z≥1, N>I, U≥V, read(A, W, U), read(A, Z, V),
read(A, D, X), write(A, I, Y, B), new2(I, N, A).The �nal transformed program is made out of 
lauses 11, 15, and 16. Sin
e thisprogram has no 
onstrained fa
ts, by the last step of the Transform pro
edurewe derive the empty program T 2, and we 
on
lude that the program SeqInit is
orre
t with respe
t to the given ϕinit and ϕerror properties.6 Experimental EvaluationWe have performed an experimental evaluation of our method on a ben
hmarkset of programs a
ting on arrays, mostly taken from the literature [3, 12, 21, 27℄.The results of our experiments, whi
h are summarized in Tables 1 and 2, showthat our approa
h is e�e
tive and quite e�
ient in pra
ti
e.Our veri�er 
onsists of a module, based on the C Intermediate Language(CIL) [32℄, whi
h translates a C program together with the initial and error
on�gurations, into a set of CLP(Array) fa
ts, and a module for CLP(Array)program transformation that removes the interpreter and applies the Transformstrategy. The latter module is implemented using the MAP system [29℄, a toolfor transforming 
onstraint logi
 programs written in SICStus Prolog.We now brie�y dis
uss the programs we have used for our experimental eval-uation (see Table 1 where we have also indi
ated the properties we have veri�ed).Some programs deal with array initialization: program init initializes all theelements of the array to a 
onstant, while init-non-
onstant and init-sequen
euse expressions whi
h depend on the element position and on the pre
edingelement, respe
tively. Program init-partial initializes only an initial portion ofthe array. Program 
opy performs the element-wise 
opy of an entire array toanother array, while 
opy-partial 
opies only an initial portion of the array,and the program 
opy-reverse 
opies the array in reverse order. The programmax 
omputes the maximum of an array. The programs sum and di�eren
eperform the element-wise sum and di�eren
e, respe
tively, of two input arrays.The program �nd looks for a parti
ular value inside an array and returns theposition of its �rst o

urren
e, if any, or a negative value otherwise. The programs�nd-�rst-non-null and �rst-not-null are two programs whi
h return the position15



Program Code Veri�ed Propertyinit for(i=0; i<n; i++)a[i℄=
; ∀i. (0≤ i ∧ i<n)
→ a[i]=cinit-partial for(i=0; i<k; i++)a[i℄=0; ∀i. (0≤ i ∧ i<k ∧ k≤n)
→ a[i]=0init-non-
onstant for(i=0; i<n; i++)a[i℄=2*i+
; ∀i. (0≤ i ∧ i<n)
→ a[i]=2∗i+cinit-sequen
e a[0℄=7; i=1; while(i<n) {a[i℄=a[i-1℄+1; i++;} ∀i. (1≤ i ∧ i<n)
→ a[i]=a[i−1]+1
opy for(i=0; i<n; i++)a[i℄=b[i℄; ∀i. (0≤ i ∧ i<n)
→ a[i]=b[i]
opy-partial for(i=0; i<k; i++)a[i℄=b[i℄; ∀i. (0≤ i ∧ i<k ∧ k≤n)
→ a[i] = b[i]
opy-reverse for(i=0; i<n; i++) b[i℄=a[i℄;for(i=0; i<n; i++) a[i℄=b[n-i-1℄; ∀i. (0≤ i ∧ i<n)
→ a[i]=b[n−i−1]max m=a[0℄; i=1; while(i<n) {if(a[i℄>m) m=a[i℄; i++; } ∀i. (0≤ i ∧ i<n ∧ n≥1)
→ m≥a[i]sum for(i=0; i<n; i++)
[i℄=a[i℄+b[i℄; ∀i. (0≤ i ∧ i<n)
→ c[i]=a[i]+b[i]di�eren
e for(i=0; i<n; i++)
[i℄=a[i℄-b[i℄; ∀i. (0≤ i ∧ i<n)
→ c[i]= a[i]−b[i]�nd p=-1; for(i=0; i<n; i++)if(a[i℄==e) { p=i; break; } (0≤p ∧ p<n)
→ a[p]=e�rst-not-null s=n; for(i=0; i<n; ++i)if(s==n && a[i℄!=0) s=i; (0≤s ∧ s<n) → ( a[s] 6= 0 ∧
(∀i. (0≤ i∧ i<s) → a[i]=0) )�nd-�rst-non-null p=-1; for(i=0; i<n; i++)if(a[i℄!=0) { p=i; break; } (0≤p ∧ p<n)
→ a[p] 6=0partition i=0; j=0; k=0; while(i<n) {if(a[i℄>=0) {b[j℄=a[i℄; j++; }else {
[k℄=a[i℄; k++; }++i; } (∀i. (0≤ i ∧ i<j)
→ b[i]≥0) ∧

(∀i. (0≤ i ∧ i<k)
→ c[i]<0)insertionsort-inner x=a[i℄; j=i-1;while(j>=0 && a[j℄>x) {a[j+1℄=a[j℄; --j; } ∀k. (0≤ i∧i<n∧j+1<k∧k≤ i)
→ a[k]>xbubblesort-inner for(j=0; j<n-i-1; j++) {if(a[j℄ > a[j+1℄) { tmp = a[j℄;a[j℄ = a[j+1℄;a[j+1℄ = tmp; } } ∀k. (0≤ i ∧ i< n∧
0≤k ∧ k<j ∧ j=n−i−1)
→ a[k]≤a[j]sele
tionsort-inner for(j=i+1; j<n; j++) {if(a[i℄>a[j℄) { tmp=a[i℄;a[i℄=a[j℄; a[j℄=tmp; } } ∀k.(0≤ i ∧ i≤k ∧ k<n)
→ a[k]≥a[i]Table 1. Ben
hmark array programs. Variables a,b,
 are arrays of integers of size n.16



of the �rst non-zero element. For these programs, di�erently from [12, 21℄, weprove that when the sear
h su

eeds, the returned position 
ontains a non-zeroelement and we also proved that all the pre
eding elements are zero elements.The program partition 
opies non-negative and negative elements of the arrayinto two distin
t arrays. The programs insertionsort-inner, bubblesort-inner, andsele
tionsort-inner are based on textbook implementations of sorting algorithms.The sour
e 
ode of all the veri�
ation problems we have 
onsidered is availableat http://map.uniroma2.it/sm
/.For verifying the above programs we have applied the Transform strategyusing di�erent generalization operators, whi
h are based on the widening and
onvex hull operators. In parti
ular the GenW and GenS operators use theWidenand CHWidenSum operators between 
onstraints [14℄. We have also 
ombinedthese operators with a delay me
hanism whi
h, before starting the a
tual gen-eralization pro
ess, introdu
es a de�nition whi
h is 
omputed by using 
onvexhull alone, without widening. We denote by GenWD and GenSD the operators ob-tained by 
ombining delayed generalization with the Widen and CHWidenSumoperators, respe
tively.In Table 2 we report the results obtained by applying Transform with the fourgeneralization operators mentioned above. The �rst 
olumn 
ontains referen
esto papers where the program veri�
ation example has been 
onsidered.The last four 
olumns are labeled with the name of the generalization oper-ator. For ea
h program proved 
orre
t we report the time in se
onds taken toverify the property of interest. By unknown we indi
ate that Transform derivesa CLP(Array) program 
ontaining 
onstrained fa
ts di�erent from `in
orre
t',and hen
e the satis�ability (or the unsatis�ability) of the 
orresponding veri�-
ation 
onditions 
annot be 
he
ked.We also report, for ea
h generalization operator, the number of su

essfullyveri�ed programs (whi
h measures the pre
ision of the operator), the total timetaken to run the whole ben
hmark and the average time per su

essful answer,respe
tively.All experiments have been performed on an Intel Core Duo E7300 2.66Ghzpro
essor with 4GB of memory under the GNU Linux operating system.The data presented in Table 2 show that by using the GenW operator, whi
happlies the widening operator alone, our method is only able to prove 7 programsout of 17. However, pre
ision 
an be re
overed by applying the 
onvex hulloperator when introdu
ing new de�nitions, possibly 
ombined with widening.The best trade-o� between pre
ision and performan
e is provided by theGenWD operator whi
h is able to prove all 17 programs with an average time of
0.92 s. In this 
ase the use of the delay me
hanism, whi
h uses 
onvex hull, su�
esto 
ompensate the weakness demonstrated by the use of widening alone. Notealso that one program, init-sequen
e, 
an only be proved by applying operatorswhi
h use delayed generalization. This 
on�rms the e�e
tiveness of the 
onvexhull operator whi
h may help inferring relations among program variables, andmay ease the dis
overy of useful program invariants, while determining (in ourset of examples) only a slight in
rease of veri�
ation times.17



Program Referen
es GenW GenWD GenS GenSDinit [3, 12, 37℄ unknown 0.06 0.10 0.08init-partial [3, 12℄ unknown 0.06 0.07 0.08init-non-
onstant [3, 12, 27, 37℄ unknown 0.06 0.22 0.22init-sequen
e [21, 27℄ unknown 0.80 unknown 1.20
opy [3, 12, 21, 27, 37℄ unknown 0.27 0.33 0.29
opy-partial [3, 12℄ unknown 0.29 0.34 0.34
opy-reverse [3, 12℄ unknown 0.27 0.46 0.45max [21, 27℄ unknown 0.31 0.24 0.33sum unknown 0.68 1.14 1.12di�eren
e [3℄ unknown 0.66 1.15 1.11�nd [3, 12℄ 0.25 0.43 0.46 0.45�rst-not-null [21℄ 0.38 0.41 0.42 0.42�nd-�rst-non-null [3, 12℄ 1.24 1.87 1.94 1.93partition [12, 27, 37℄ 0.06 0.11 0.14 0.12insertionsort-inner [21, 27, 37℄ 0.21 0.26 0.45 0.43bubblesort-inner 2.46 2.71 2.45 2.75sele
tionsort-inner [37℄ 7.20 6.40 7.23 7.16pre
ision 7 17 16 17total time 11.80 15.65 17.14 18.48average time 1.69 0.92 1.07 1.09Table 2. Veri�
ation results using the MAP system with di�erent generalization op-erators. Times are in se
onds.A detailed 
omparison of the performan
e of our system with respe
t to theother veri�
ation systems referred to in Table 1 is di�
ult to make at this timebe
ause the systems are not all readily available and also the results reported inthe literature do not refer to the same 
ode for the input C programs.7 Related Work and Con
lusionsThe veri�
ation method presented in this paper is an extension of the one in-trodu
ed in [8℄, where programs manipulating arrays were not 
onsidered. Someexamples suggesting how arrays and re
ursively de�ned properties 
an be dealtwith in our transformational approa
h were presented in [9℄, where, however, noautomati
 strategy was presented. In this paper we have shown that by applyinga quite simple and general automated transformation strategy it is possible toprove most of the examples found in the literature, with reasonable performan
e.We are 
urrently extending our strategy to deal with re
ursive programs, su
has qui
ksort.The idea of en
oding imperative programs into CLP programs for reasoningabout their properties was presented in various papers [15, 23, 34℄, whi
h showthat through CLP programs one 
an express in a simple manner both (i) thesymboli
 exe
utions of imperative programs, and (ii) the invariants that holdduring their exe
utions. The pe
uliarity of our work with respe
t to [15, 23, 34℄18



is that we use CLP program transformations to prove properties, instead of(symboli
) exe
ution or stati
 analysis.The veri�
ation method presented in this paper is also related to severalother methods that use abstra
t interpretation and theorem proving te
hniques.Now we brie�y report on related papers whi
h use abstra
t interpretationsfor �nding invariants of programs that manipulate arrays. In [21℄, whi
h buildsupon [18℄, invariants are dis
overed by partitioning the arrays into symboli
sli
es and asso
iating an abstra
t variable with ea
h sli
e. A similar approa
his followed in [6℄ where a s
alable, parameterized abstra
t interpretation frame-work for the automati
 analysis of array programs is introdu
ed. In [16, 26℄ apredi
ate abstra
tion for inferring universally quanti�ed properties of array el-ements is presented, and in [20℄ the authors present a similar te
hnique whi
huses template-based quanti�ed abstra
t domains.Methods based on abstra
t interpretation 
onstru
t overapproximations, thatis, invariants implied by the program exe
utions. This approa
h has the advan-tage of being quite e�
ient be
ause it �xes in advan
e a �nite set of assertionswhere the invariants are sear
hed for, but for the same reason it may la
k �exi-bility as the abstra
tion should be re-designed when the veri�
ation fails.Also theorem provers have been used for dis
overing invariants in programswhi
h manipulate arrays and prove veri�
ation 
onditions generated from theprograms. In parti
ular, in [4℄ a satis�ability de
ision pro
edure for a de
id-able fragment of a theory of arrays is presented. That fragment is expressiveenough to prove properties su
h as sortedness of arrays. In [24, 25, 31℄ the au-thors present some te
hniques based on theorem proving whi
h may generatearray invariants. In [37℄ a ba
kward rea
hability analysis based on predi
ate ab-stra
tion and abstra
tion re�nement is used for verifying assertions whi
h areuniversally quanti�ed over array indexes. Finally, we would like to mention thatte
hniques based on Satis�ability Modulo Theory (SMT) have been applied forgenerating and verifying universally quanti�ed properties over array variables(see, for instan
e, [1, 27℄).The approa
hes based on theorem proving and SMT are more �exible withrespe
t to those based on abstra
t interpretation be
ause no �nite set of ab-stra
tions is �xed in advan
e, but the suitable assertions needed by the proofare generated on the �y.Although the approa
h based on CLP program transformation shares manyideas and te
hniques with abstra
t interpretation and automated theorem prov-ing, we believe that it has some distin
tive features that make it quite appealing.Indeed, this paper and previous work (su
h as [8, 14, 34℄) show that one 
an 
on-stru
t a framework where the generation of veri�
ation 
onditions and theirveri�
ation 
an both be viewed as program transformations. The approa
h isparametri
 with respe
t to the program syntax and semanti
s, be
ause inter-preters and proof systems 
an easily be written in CLP, and veri�
ation 
on-ditions 
an automati
ally be generated by spe
ialization. Moreover, optimizingtransformations 
an be applied to improve the e�
ien
y of veri�
ation. Finally,transformations 
an easily be 
omposed together to derive very sophisti
ated19



veri�
ation te
hniques. For instan
e, in [8℄ it is shown that the iteration ofspe
ialization 
ombined with the reversal of the dire
tion used for 
onstraintpropagation 
an signi�
antly improve the pre
ision of veri�
ation.In order to further validate our approa
h, we plan to address the issue ofproving 
orre
tness of programs manipulating dynami
 data stru
tures su
h aslists or heaps, looking for a set of suitable 
onstraint repla
ement laws whi
haxiomatize those stru
tures. For some spe
i�
 theories we 
ould also apply the
onstraint repla
ement rule by exploiting the results obtained by external theo-rem provers or Satis�ability Modulo Theory solvers.An interesting dire
tion for future resear
h is also the 
ombination of trans-formations that guarantee equisatis�ability of veri�
ation 
onditions (like theones 
onsidered in this paper) together with other te
hniques for 
he
king thesatis�ability of 
onstrained Horn 
lauses.A
knowledgementsWe would like to thank the anonymous referees for their helpful 
omments and
onstru
tive 
riti
ism.Referen
es1. F. Alberti, R. Bruttomesso, S. Ghilardi, S. Ranise, and N. Sharygina. SAFARI:SMT-based abstra
tion for arrays with interpolants. In CAV '12, LNCS 7358.2. N. Bjørner, K. M
Millan, and A. Rybal
henko. Program veri�
ation as satis�abilitymodulo theories. In SMT '12, pages 3�11, 2012.3. N. Bjørner, K. M
Millan, and A. Rybal
henko. On solving universally quanti�edHorn 
lauses. In SAS '13, LNCS 7395, pages 105�125.4. A. R. Bradley, Z. Manna, and H. B. Sipma. What's de
idable about arrays? InVMCAI '06, LNCS 3855, pages 427�442.5. P. Cousot and R. Cousot. Abstra
t interpretation: A uni�ed latti
e model for stati
analysis of programs by 
onstru
tion of approximation of �xpoints. In POPL '77,pages 238�252. ACM, 1977.6. P. Cousot, R. Cousot, and F. Logozzo. A parametri
 segmentation fun
tor for fullyautomati
 and s
alable array 
ontent analysis. In POPL '11, pages 105�118.7. P. Cousot and N. Halbwa
hs. Automati
 dis
overy of linear restraints amongvariables of a program. In POPL '78, pages 84�96. ACM, 1978.8. E. De Angelis, F. Fioravanti, A. Pettorossi, and M. Proietti. Verifying Programsvia Iterated Spe
ialization. In PEPM '13, pages 43�52. ACM, 20139. E. De Angelis, F. Fioravanti, A. Pettorossi, and M. Proietti. Veri�
ation of Im-perative Programs by Constraint Logi
 Program Transformation. In SAIRP '13,Fests
hrift for Dave S
hmidt, Ele
troni
 Pro
eedings in Theoreti
al Computer S
i-en
e, Vol. 129, pages 186�210.10. G. Delzanno and A. Podelski. Model 
he
king in CLP. In R. Cleaveland, editor,TACAS '99, LNCS 1579, pages 223�239.11. L. M. de Moura and N. Bjørner. Z3: An e�
ient SMT solver. In TACAS '08,LNCS 4963, pages 337�340. 20



12. I. Dillig, T. Dillig, and A. Aiken. Fluid updates: beyond strong vs. weak updates.In ESOP'10, 2010.13. S. Etalle and M. Gabbrielli. Transformations of CLP modules. Theoreti
al Com-puter S
ien
e, 166:101�146, 1996.14. F. Fioravanti, A. Pettorossi, M. Proietti, and V. Senni. Generalization strategiesfor the veri�
ation of in�nite state systems. Theory and Pra
ti
e of Logi
 Pro-gramming, 13(2):175�199, 2013.15. C. Flanagan. Automati
 software model 
he
king via 
onstraint logi
. In S
i.Comput. Program., 50(1�3):253�270, 2004.16. C. Flanagan and S. Qadeer. Predi
ate abstra
tion for software veri�
ation. InPOPL '02, pages 191�202, New York, NY, USA, 2002. ACM.17. S. Ghilardi, E. Ni
olini, S. Ranise, and D. Zu

helli. De
ision pro
edures for ex-tensions of the theory of arrays. Ann. Math. Artif. Intell., 50(3-4):231�254, 2007.18. D. Gopan, T. W. Reps, and S. Sagiv. A framework for numeri
 analysis of arrayoperations. In POPL '05, pages 338�350. ACM, 2005.19. S. Grebensh
hikov, A. Gupta, N. P. Lopes, C. Popeea, and A. Rybal
henko.HSF(C): A Software Veri�er based on Horn Clauses. In TACAS '12, LNCS 7214,pages 549�551. Springer, 2012.20. B. S. Gulavani, S. Chakraborty, A. V. Nori, and S. K. Rajamani. Automati
allyRe�ning Abstra
t Interpretations. In TACAS '08, LNCS 4963, pages 443�458.Springer, 2008.21. N. Halbwa
hs and M. Péron. Dis
overing properties about arrays in simple pro-grams. In PLDI '08, pages 339�348, 2008.22. J. Ja�ar and M. Maher. Constraint logi
 programming: A survey. Journal of Logi
Programming, 19/20:503�581, 1994.23. J. Ja�ar, A. Santosa, and R. Voi
u. An interpolation method for CLP traversal.In CP '09, LNCS 5732, pages 454�469. Springer, 2009.24. R. Jhala and K. L. M
Millan. Array abstra
tions from proofs. In CAV '07, LNCS4590, pages 193�206, 2007.25. L. Ková
s and A. Voronkov. Finding loop invariants for programs over arrays usinga theorem prover. In FASE '09, LNCS 5503, pages 470�485. Springer, 2009.26. S. K. Lahiri and R. E. Bryant. Predi
ate abstra
tion with indexed predi
ates.ACM Trans. Comput. Log., 9(1), 2007.27. D. Larraz, E. Rodríguez-Carbonell, and A. Rubio. SMT-based array invariantgeneration. In VMCAI 2013, LNCS 7737.28. J. W. Lloyd. Foundations of Logi
 Programming. Springer-Verlag, Berlin, 1987.Se
ond Edition.29. The MAP transformation system. http://www.iasi.
nr.it/∼proietti/system.html.30. J. M
Carthy. Towards a mathemati
al s
ien
e of 
omputation. Information Pro-
essing : Pro
. of IFIP 1962, pages 21�28, Amsterdam, 1963. North Holland.31. K. L. M
Millan. Quanti�ed invariant generation using an interpolating saturationprover. In TACAS '08, LNCS 4963, pages 413�427, 2008.32. G. C. Ne
ula, S. M
Peak, S. P. Rahul, and W. Weimer. CIL: Intermediate languageand tools for analysis and transformation of C programs. In Compiler Constru
tion,LNCS 2304, pages 209�265. Springer, 2002.33. J. C. Peralta and J. P. Gallagher. Convex hull abstra
tions in spe
ialization ofCLP programs. In LOPSTR '02, LNCS 2664, pages 90�108. Springer, 2003.34. J. C. Peralta, J. P. Gallagher, and H. Saglam. Analysis of Imperative Programsthrough Analysis of Constraint Logi
 Programs. In SAS '98, LNCS 1503, pages246�261. Springer, 1998. 21



35. A. Podelski and A. Rybal
henko. ARMC: The Logi
al Choi
e for Software ModelChe
king with Abstra
tion Re�nement. In PADL '07, LNCS 4354, pages 245�259.36. C. J. Reynolds. Theories of Programming Languages. Cambridge Univ.Press 1998.37. M. N. Seghir, A. Podelski, and T. Wies. Abstra
tion re�nement for quanti�edarray assertions. In SAS '09, LNCS 5673, pages 3�18. Springer, 2009.38. M. H. van Emden and R. Kowalski. The semanti
s of predi
ate logi
 as a pro-gramming language. Journal of the ACM, 23(4):733�742, 1976.

22


